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The DoD VDP received a report for CWE-89, SQL Injection (SQLi). SQLi vulnerabilities can 
sometimes result in the dumping of sensitive user information, such as PII. SQLi is typically found 
in database-driven websites and can be exploited by malicious statements that bypass security 
measures to control a database server. System owners are encouraged to sanitize all input,  
not only web form inputs such as login forms, with input validation and parameterized queries. 
See the following for more information: https://cwe.mitre.org/data/definitions/89.html  
& https://owasp.org/www-community/attacks/SQL_Injection & https://cheatsheetseries. 
owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
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RESEARCHER OF THE MONTH
The DoD VDP Researcher of the Month for 
February 2022 is @1ubak. They submitted 
multiple reports this month, including  
a SQL injection that dumped critical user 
information and PII! VDP Hackers for the win!


